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the protected health information ex-
pressly authorized by such order; or

(ii) In response to a subpoena, dis-
covery request, or other lawful process,
that is not accompanied by an order of
a court or administrative tribunal, if:

(A) The covered entity receives satis-
factory assurance, as described in para-
graph (e)(1)(iii) of this section, from
the party seeking the information that
reasonable efforts have been made by
such party to ensure that the indi-
vidual who is the subject of the pro-
tected health informatien that has
been requested has been given notice of
the request; or

(B) The covered entity receives satis-
factory assurance, as described in para-
graph (e)(1) (iv) of this section, from the
party seeking the information that
reasonable efforts have been made by
such party to secure a qualified protec-
tive order that meets the requirements
of paragraph (e)(1){v) of this section.

(iif) For the purposes of paragraph
(e)(N (i) {A) of this section, a covered
entity receives satisfactory assurances
from a party seeking protecting health
information if the covered entity re-
ceives from such party a written state-
ment and accompanying documenta-
tion demonstrating that:

(A) The party requesting such infor-
mation has made a good faith attempt
to provide written notice to the indi-
vidual (or, if the individual's location
is unknown, to mail a notice to the in-
dividual’s last known address);

(B) The notice included sufficient in-
formation about the litigation or pro-
ceeding in which the protected health
information is requested to permit the
individual to raise an objection to the
court or administrative tribunal; and

(C) The time for the individual to
raise objections to the court or admin-
istrative tribunal has elapsed, and:

(7} No objections were filed; or

(A All objections filed by the indi-
vidual have been resolved by the court
or the administrative tribunal and the
disclosures being sought are consistent
with such resolution.

(iv) For the purposes of paragraph
(e){1) (i1)(B) of this section, a covered
entity receives satisfactory assurances
from a party seeking protected health
information, if the covered entity re-
ceives from such party a written state-
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ment and accompanying documenta-
tion demonstrating that:

(A) The parties to the dispute giving
rise to the request for information
have agreed to a qualified protective
order and have presented it to the
court or administrative tribunal with
jurisdiction over the dispute; or

(B) The party seeking the protected
health information has requested a
qualified protective order from such
court or administrative tribunal.

(v) For purposes of paragraph {e)(1) of
this section, a qualified protective
order means, with respect to protected
health information requested under
paragraph (e)(1)(ii) of this section, an
order of a court or of an administrative
tribunal or a stipulation by the parties
to the litigation or administrative pro-
ceeding that:

(A) Prohibits the parties from using
or disclosing the protected health in-
formation for any purpose other than
the litigation or proceeding for which
such information was requested; and

(B) Requires the return to the cov-
ered entity or destruction of the pro-
tected health information (including
all copies made) at the end of the liti-
gation or proceeding.

(vi) Nothwithstanding paragraph
(e)(1(ii) of this section, a covered enti-
ty may disclase protected health infor-
mation in response to lawful process
described in paragraph (ej(1)(ii} of this
section without receiving satisfactory
assurance under paragraph (e)(1){ii)(A)
or (B) of this section, if the covered en-
tity makes reasonable efforts to pro-
vide notice to the individual sufficient
to meet the requirements of paragraph
(e)(1)(iii) of this section or to seek a
qualified protective order sufficient to
meet the requirements of paragraph
(e)(1)(iv) of this section.

(2) Other uses and disclosures under
this section. The provisions of this.para-
graph do not supersede other provi-
sions of this section that otherwise
permit or restrict uses or disclosures of
protected health information.

(f) Standard: Disclosures for law en-
forcement purposes. A covered entity
may disclose protected health informa-
tion for a law enforcement purpose to a
law enforcement official if the condi-
tions in paragraphs (f)(1) through (f){6)
of this section are met, as applicable.
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(1) Permitted disclosures: Pursuant to
process and as otherwise required by law.
A covered entity may disclose pro-
tected health information:

(i) As required by law including laws
that require the reporting of certain
types of wounds ar other physical inju-
ries, except for laws subject to para-
graph (b)(1){(ii) or {c){1)(1) of this sec-
tion; or

(i) In compliance with and as limited
by the relevant requirernents of:

(A} A court order or court-ordered
warrant, or a subpoena or summons
issued by a judicial officer;

(B) A grand jury subpoena; or

(C} An administrative request, in-
cluding an administrative subpoena or
summons, a civil or an authorized in-
vestigative demand, or similar process
authorized under law, provided that:

(fy The information sought is rel-
evant and material to a legitimate law
enforcement inquiry;

(2 The request is specific and limited
in scope to the extent reasonably prac-
ticable in light of the purpose for
which the information is sought; and

(3 De-identified information could
not reasonably be used.

(2) Permiited disclosures: Limited infor-
mation for identification and location
purposes. Except for disclosures re-
quired by law as permitted by para-
graph (fj{1) of this section, a covered
entity may disclose protected health
information in response to a law en-
forcement official’s request for such in-
formation for the purpose of identi-
fying or locating a suspect, fugitive,
material witness, or missing person,
provided that:

(i} The covered entity may disclose
only the following information:

(A) Name and address;

(B) Date and place of birth;

(C) Social security number;

(D) ABO blood type and rh factor;

(E) Type of injury;

(F) Date and time of treatment;

(G) Date and time of death. if appli-
cable; and

(H) A description of distinguishing
physical characteristics, including
height, weight, gender, race, hair and
eye color, presence or absence of facial
hair {beard or moustache), scars, and
tartoos.
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(ii) Except as permitted by paragraph
{f)(2)(i)} of this section, the covered en-
tity may not disclose for the purposes
of identification or location under
paragraph (f){2) of this section any pro-
tected health information related to
the individual's DNA or DNA analysis,
dental records, or typing, samples or
analysis of body fluids or tissue.

(3) Permitted disclosure: Victims of a
crime. Except for disclosures required
by law as permitted by paragraph (f)(1)
of this section, a covered entity may
disclose protected health information
in response to a law enforcement offi-
cial's request for such information
about an individual who is or is sus-
pected to be a victlm of a crime, other
than disclosures that are subject to
paragraph (b) or (¢) of this section, if:

(i) The individual agrees to the dis-
closure; or

(ii) The covered entity is unable to
obtain the individual’s agreement be-
cause of incapacity or other emergency
circumnstance, provided that:

{A) The law enforcement official rep-
resents that such information is needed
to determine whether a violation of
law by a person other than the victim
has occurred, and such information is
not intended to be used against the vic-
tim;

(B) The law enforcement official rep-
resents that immediate law enforce-
ment activity that depends upon the
disclosure would be materially and ad-
versely affected by waiting until the
individual is able to agree to the dis-
closure; and

(C) The disclosure is in the best in-
terests of the individual as determined
by the covered entity, in the exercise
of professional judgment.

() Permitted disclosure: Decedents. A
covered entity may disclose protected
health information about an individual
who has died to a law enfarcement offi-
cial for the purpose of alerting law en-
forcement of the death of the indi-
vidual if the covered entity has a sus-
picion that such death may have re-
sulted from criminal conduct.

(5) Permitted disclosure: Crime on prem-
ises. A covered entity may disclose to a
law enforcement official protected
health information that the covered
entity believes in good faith con-
stitutes evidence of criminal conduct
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